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Development of Outdoor Surveillance Mobile Robot System
using Public 5G Network
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In this study, we developed an outdoor surveillance robot system using public 5G. The robot
patrolling outdoors is connected to a remote observer via 5G and ROS2, and the observer control the
robot while monitoring camera images remotely. We tested three network configurations to realize remote
communication. Experiments for remote autonomous surveillance were conducted.
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Fig.2 Outdoor surveillance robot
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Fig.3 System configuration

41 A>&X—%v VPN

AR =%y b VPN &IX, £ & —%v M EREL TS
% VPN TEST 2 FETHB. AERTIE, Za— L IP
RO VPN Y —N%E 757 R ECKEL, nRy b 2EHED
VPN H =7 72T 28T, MO VPN 8 %2175.

AR =%y VPN DXy b7 —27HREX 4, K 5 I127R
T, aRy MIBRT 5G L—&ZAERH L, 5G L—&X 05 5G
T VPN ¥ — At $ 2. BEf#EIE Wi-Fi T Wi-Fi L—& A~
Bt L, Wi-Fib— 20 SEERKT VPN — T 5.
oRy b, BEHEMIZ L2VPN TERINTWS. —"ZiER
$22777Fe LT, Amazon EC2, VPN Y7+ 72 LT,
OpenVPN % Hw 7.

@ Internet Cloud
VPN server
: ' VPN server
I IP:10.8.0.1
5G Fixed line )
5G router - Wi-Fi router i -} Ry
rm -
e = ",
Wired ! Wi-Fi 1 Robot Remote PC
° ' IP:10.8.0.9 IP:10.8.05
-] [
Robot = Remote PC =@

Fig.5 Logical network
Fig.4 Physical network diagram of
Internet VPN

diagram of In-
ternet VPN

4.2 MEC #4 L7 k+ OpenVPN

AR —2v VERHBLUZBETIE, BHERWICED, 8E
MAGEZR D BEERERTIHEZS. 22T, 5G DEANL L
2w N —ZNTHUEBEEZITY. £ &2 —2 v MCHBHID
ENL LAY NI NTHENTET 5720, £ X—%v b
VPN 2R, ZEt, @EEREOR EXRAD S, ZDLE
BEEZFEIRT 27291, MEC X4 L7 b2V,

MEC &4 L2 bl& docomo 12 X DRt XA TV A@EEY—
AT, 5G AR EZ v N REMR L, KB, StXa) 74

DEFERATS LA TES. F7z, 5G HRMBEICHIEL TS
D, EEHANDEHERD Y 7L XA MMRIEDFRETH 2.

MEC %4 L2 b+ OpenVPN D% v b7 — 22X 6, X
TIORT. 5G MARMIEEZ1T 5 720, BEHEMCY 5G L—X
ERER LT

" VPN server

@ ntemet ~ IP:1080.1 )~
Docomo NW
VPN server
o) o«
56 I 56 I 2 “Q
5G router _ 5G router _ Robot Remote PC
! . IP :10.8.0.9 IP :10.8.0.5
Wired | Wired |
! i
= =
Robot Remote PC =8 Fig.7 Logical net-

work diagram
of MEC direct
+ OpenVPN

Fig.6 Physical network diagram of
MEC direct + OpenVPN

4.3 MECA4A4AL%Zk+ VPN IL—%

Eid2o0Axy hY—2TiX, VPN 2583 572912 Open-
VPN ZHW\WTW\W/=. OpenVPN Z{#H3 2%, % PC T VPN
V7 U 27 REETAZLEDRD D, JBEEED PC ARy 71T
BRI AAREEND B, e, BERKE LT 2K
THEZRERD Y, BIELEEINT 2AEEEADHZ. 22T, Ry
FBEOEREZENTIC VPN L— X2 HE L, VPN KHE %2 415
N—RIZEE2 2T, BEEREORENEXS. £/2, VPN
P — NERHT 20EHNR L, VPN IL— RETEE RN S
o, BIEOHDHPFRFTE 5.

MEC XA L2 ++ VPNAL—ZDAy bV — 7N 8, X
9ITRT. BRY b, BHEZBWZ VPN L—ZENLTHG L—X
AL, VPN L—X [T VPN #FiXNn 3. L2VPN Tl s
%Y, ROS2BEENIREZETH -7/-7-8, ZOWATIX LIVPN
ZHW3. 72721, L3VPN T, aiRy + LEHE PC 0¥~
X MIRRS.

@ Internet

Docomo NW
o] E
[ 4
5G router _ 5G router
1 ]
Wired : : Wired
1 1
VPN router a i . g VPN router
1 1
1 1
Wired | | Wired
1 1
=2 =
Robot -'5‘ Remote PC

Fig.8 Physical network diagram of MEC direct + VPN
router
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Fig.11 Remote surveillance experiment
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